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The advancement of E-commerce brings trust concerns in society, due to the lack of physical inspection of 

items by customers.  Online fraud is badly menacing the customers and e-commerce boom in society because 

E-commerce has removed the barriers of physical contact between merchants and customers in the business 

environment thus making the online transaction to be vulnerable. This has brought some challenges and of 

most importance is customers’ trust amidst fraudulent transactions. The problem of customer trust due to fraud 

has mandated greater cooperation between organizations and customers to enhance trust. In this paper, a 

Multi-Authentication E-commerce (MAE) system that uses rule-based methods and distinct checks to prevent 

fraud from false virtual stores, thus enhancing customers’ trust, was designed using a Java card fraud detection 

framework, configured rules, customized filters, and tools, to achieve high rates of fraud prevention. This 

model uses a centralized merchant registration retrieval (CMRR) system to ensure efficiency, accuracy, and 

comprehensive customer fraud prevention and support. The MAE model was tested and evaluated using 

multiple regression analysis on the data generated on IBM SPSS 2.0. The result revealed that customer trust 

is guaranteed and enhanced in the MAE model because fraud is prevented when the merchant’s location is 

verified. The CMRR component can guarantee merchant integrity. The evaluation of the parameters used in 

the data analysis of the structured questionnaire showed that customers’ trust is dependent on fraud prevention 

and trust is enhanced through the use of CMRR for fraud prevention in online transactions. In future, another 

algorithm can be combined with rule-based technique to counter new fraudulent actions as it will enhance the 

efficiency of the CMRR.

2.0 INTRODUCTION 

Computer technology has emerged as a valuable tool for 

addressing diverse human and organizational challenges. 

It has found application in various domains, including 

predicting health survival rates [1-4] enhancing security 

measures [5-9], tackling educational obstacles [10], and 

exploring trust in technology [11-15]. By leveraging 

advanced technologies, computer systems have 

significantly transformed the identification and prevention 

of fraudulent activities, particularly in e-commerce 

transactions. They have proved instrumental in detecting 

various forms of cyber-attacks and fraud, including 

identity theft, credit card fraud, account takeover, 

transactional fraud, and e-commerce fraud. The 

application of computers in e-commerce fraud detection 

has revolutionized the process, allowing for more accurate 

and effective identification and prevention of fraudulent 

activities in online transactions. 

The increasing threat of fraud committed in e-commerce 

transactions is claiming attention in the society in which 

we live. Most countries utilize existing laws of society to 

combat fraud committed by customers and/or merchants 

in E-commerce transactions. In the society, legal protection 

is provided for victims of fraud. But, the presence of fraud 

in the transaction makes customer lose confidence or trust 

in the system. Moreover, the advancement of E-commerce 

brings along obvious trust concerns in society, due to the 

lack of physical inspection of items [16]. Thousands of 

online fraud attacks are perpetrated on customers and sellers 

that provide online transactions.  Thus, online fraud is badly 

menacing the customers and e-commerce boom in society 

because E-commerce has removed the barriers of physical 

contact between merchants and customers in the business 

environment thus making the online transaction to be 

vulnerable. Also, available information from national 

authorities suggests that Business-to-consumer (B2C) e-

commerce is expanding rapidly. However, its role remains 

relatively low when compared to traditional retail and 

Business-to-Business (B2B) e-commerce [17-20]. In the 

United States, for example, B2C e-commerce retail sales 

have grown by over USD133 billion since 2000. However, 

this growth is relatively limited as it accounts for less than 

4% of total retail sales [21]. B2B, on the other hand, 

generates USD 3.1 trillion in sales which is over 27% of 

total B2B transactions [22]. 
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There are four important stages involved in a B2C 

transaction flow. They include Bill and ship address, 

purchase information, online payment, and delivery. In 

any of these four stages, valuable information of the 

customer such as name, date of birth, address, credit card 

number, and other personal could be stolen. This could 

create opportunities for fraud which can affect customers’ 

trust [23, 24]. 

 

2.0 RELATED WORKS 

Over the years, there has been an increasing interest in 

research efforts to develop customer-merchant trust 

models that can mitigate fraud and invariably enhance 

trust [5,7,25-29]. Several types of online fraud are 

menacing the society economy. This fraud includes false 

web traders, fake payment companies, and undelivered 

goods and services [30]. Victims of Internet fraud or 

cybercrime often lose confidence and trust in e-commerce 

transactions thus affecting sales revenue and the country’s 

economy [20,31].  

In the Nigerian economy, for example, cybercrime has 

depressed the confidence of traders and investors. 

Cybercrime is capable of compromising the national 

security and the citizens’ prosperity [18, 32]. 

Online auction is fast becoming popular overtaking 

traditional auction, example includes olx.com, and 

quickr.com. This advancement also brings along obvious 

trust concerns in society, due to the lack of physical 

inspection of the item under auction in an online 

environment which is present in traditional auction 

systems. Security and privacy are crucial considerations 

for a customer to feel confident when making an online 

transaction. [33][34] conducted research based on 

secondary data to examine the key components of trust in 

e-commerce, understanding customer trust, the parties to 

trust in electronic commerce, tactics to promote trust, and 

ways to increase customer trust in electronic commerce. 

The findings of the report indicate that consumers desire a 

seamless and hassle-free shopping experience where they 

can place orders without encountering any 

complications.[33] conducted a study focusing on 

consumer online trust in B2C e-commerce, specifically 

among consumers in Ekaterinburg, Russian Federation. 

Their research aimed to identify the key factors that 

influence trust in this context. The findings of the study 

revealed that perceived security was the most significant 

determinant of online trust among consumers in 

Ekaterinburg. 

[35] addressed the problem of false reputation, which 

refers to the manipulation of ratings by unfair users. To 

tackle this issue, they proposed an algorithm that relies on 

the customer's confidence to establish a true reputation. 

The algorithm effectively identifies malicious users and 

mitigates their influence on the computation of trust 

scores. These malicious users may attempt to boost their 

reputation or undermine the reputation of their 

competitors. The study further demonstrated that the 

proposed algorithm enables the determination of individual 

dimensional scores for each product. This information 

facilitates self-improvement in areas where a product may 

be lacking, leading to overall enhancements in product 

quality. 

In his study, [36] employed a mixed methods approach that 

included both quantitative and qualitative components to 

explore the effectiveness of computer-aided systems in 

detecting and preventing fraudulent transactions in e-

commerce. The researcher conducted interviews with 

experts from fraud prevention companies to gain insights 

into the traditional methods employed in the e-commerce 

mail-order business for fraud prevention. Additionally, a 

dataset containing transactions from one of Europe's largest 

e-commerce firms was analyzed. As part of the study, 

Knuth developed a predictive model that aimed to identify 

fraudulent transactions.  

 

2.1 Technology Enhanced Trust Models in e-commerce 

The summary of the various technology-enhanced trust 

models in e-commerce as they relate to preventing fraud and 

enhancing trust are stated as follows:  

As e-commerce websites continue to offer predictive 

analytics-based advice (PAA), such as forecasts on future 

price reductions, there are novel and distinct challenges in 

building consumer trust in these systems. [37] presented a 

novel approach to address the challenge of establishing 

consumer trust in predictive analytics-based advice (PAA) 

systems, particularly in the context of e-commerce 

websites. Their proposed system utilizes Toulmin's 

Argumentation Model to enhance trust in these advice-

giving systems. The study provided evidence highlighting 

the importance of different types of statements in fostering 

trust and enhancing various trusting beliefs within PAA 

systems.      

[5] highlighted how false virtual stores are distinguished 

from legitimate online stores. In their work, CMMR was an 

efficient e-commerce component that was used in 

identifying and confirming merchant locations. Also, a 

structured questionnaire was distributed to customers who 

buy online goods and services to evaluate the use of CMRR, 

a technology-enhanced system, in distinguishing false 

virtual stores and the result favored the use of CMMR tool 

to distinguish false virtual stores from legitimate online 

stores.                                                                                                                                            

[38] addressed the challenges faced in price prediction 

within the e-commerce industry, particularly when 

constrained by Look-to-Book or Call-Limit bounds 

commonly used in the Travel industry. They emphasized 

the complexity arising from highly inconsistent pricing 

behavior, which encompasses a combination of trends and 

anomalies. To tackle this issue, the researchers proposed an 

Efficient Query-Optimal E-Commerce Pricing Model 

Discovery Using Active Learning, which aims to strike a 

balance between accurate price prediction and the cost 
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associated with collecting the data upon which the 

prediction model relies. 

The enhancement of customers’ trust in e-commerce 

through a secure payment model has been investigated 

with reliable results by several researchers. [40] 

highlighted how a centralized merchant registration 

retrieval (CMRR) component of the e-commerce model 

was used to serve as an advisory tool that identifies cloned 

payment pages in an e-commerce transaction. The authors 

did an online evaluation of the use of CMRR in identifying 

cloned payment pages and acting as an advisory tool to 

customers. Their analysis showed that CMRR can identify 

cloned payment pages by URL difference from the 

merchant’s original URL address at the point of 

registration with the corporate affair of the country and that 

customers’ confidence and trust in the purchase of online 

goods and services are enhanced by mitigating fake virtual 

stores fraud. 

 

2.2 Problem Formulation:  

Every e-commerce model has its capabilities and 

limitations. For instance: [40-44] focused on credit card 

fraud prevention in e-commerce transactions. In other 

words, their works focused on merchant (Seller) protection 

in e-commerce transactions as well as virtual shop 

protection. Their works did not discuss measures that will 

enhance customer’s trust through the checking of merchant 

integrity which the CMRR does.  

Furthermore, [45] conducted a study to examine the factors 

that influence e-customer trust and e-customer loyalty in 

the Business-to-Consumer (B2C) domain. The researchers 

employed exploratory factor analysis, confirmatory factor 

analysis, and structural equation modeling (SEM) to test 

their hypotheses.  

[7,28,29] Models were adopted in this design and 

implementation. The MAE model proposes the use of a 

CMRR, which will consistently check virtual stores 

without involving the customer or the merchant, to 

authenticate and distinguish fraudulent virtual stores and 

enhance legitimate transactions. 

There are numerous trust theories. Among these are the 

Organization theory [46], Economic theory [47], and 

Systems Theory [48] applied in this work. 

This research paper proposed the use of a technology-

enhanced fraud prevention e-commerce model known as 

the Multi Authentication e-commerce (MAE) transaction 

model to restore confidence and enhance trust in individuals 

involved in e-commerce transactions [7]. 

 

3.0   METHODOLOGY 

The detailed procedure and methodology for the practical 

design and implementation of the e-commerce system is: 

 [7] discussed the extracted seven processes (Retail 

Services, Central Merchant Registration Retrieval 

Service (CMRRS) which obtains information from 

Local Merchant Registration Service (LMRS), List 

Service which houses customers complaints, Merchant 

Service, Switching Service, Shipping service and 

Reporting service) make up the components that were 

used at the implementation stage. Each process has its 

detailed activity as reported in [8]. These seven 

processes were used for implementation. 

 Rule-based detection, customized filters, and intelligent 

tools used for fraud prevention were also applied in the 

implementation. 

 Electronic Java Bean (EJB), which is a platform-

independent and service-based oriented architecture, 

was used to build the application. MySQL was also used 

in the design of the e-commerce system database. The 

technology-enhanced MAE model was developed, 

tested, validated, and reviewed by the use of a 

questionnaire. The questionnaire process was used to 

capture data and the generated data was used to evaluate 

customer trust and fraud prevention by the MAE system. 

 

3.1 Architecture of MAE-commerce model 

The detailed interaction of the various components of the 

proposed MAE-commerce model was shown in [7].  The 

workflow of the MAE-commerce authentication model is 

shown in Figure 1. The model has seven components: Retail 

Services is the module where transactions occur and 

payment is made at the Merchant service module (banks). 

Shipping service module provides transportation means of 

purchased items. Reporting service is the module that 

handles the delivery report from shipping service module. 

The Central Merchant Registration Retrieval Service 

(CMRRS), our introduced module, obtains information  

from Local Merchant Registration Service (LMRS) and List 

Service (List customer complaint), to test and authenticate 

the integrity of the merchant virtual store and authenticate 

the payment webpage. 

2.2 Evaluating the MAE fraud prevention/detection 

authentication model 
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Figure 1: Workflow of Proposed e-commerce Authentication System 

 

 

 

Quantifying trust enables us to express in numerical terms, 

the consumers’ trust in the merchant in e-commerce 

transactions from [49]. We have Eq. (1); 

 

CT= ƒ (MI) =ƒ (CMRS) - - - --               (1) 

 
Where Customer Trust (CT) is a function of Merchant 

Integrity (MI) which in turn is a function of a centralized 

merchant retrieval system (CMRS).  The study utilizes one 

(1) dependent variable and one (1) independent variable. 

The dependent variable which is CT is measured by MI and 

CMRS on the e-commerce website. The MI and CMRS were 

the actual variables caused by the controlling influence of 

the independent variable; Merchant local address, 

Merchant local Bank details, merchant online address, and 

merchant online bank details. The notation for these 

variables is:MLA, MLBD, MOA, and  MOBD.  

The impact of the variables (factors) on customers’ trust is 

determined by the use of regression theory Eq. (2). 

A regression model relates Y to a function of X and β.  

 

  -       - - - - - (2) 

Where: 

 The unknown parameters, denoted as β. 

 The independent variables, X. 

The dependent variable, Y. 

 

2.3 The Research Instrument 

Most questions were broad to give room for respondents 

to define the situation. The focus was on the influence of 

technology-enhanced CMRR components in e-commerce  

 

 

 

 

 

websites in enhancing customer trust by preventing fraud  

in e-commerce transactions. To test the MAE model online, 

some online customers were administered a set of 

questionnaires consisting of three sections. The 

questionnaire was used to elicit data on customer trust, and 

merchant integrity and to compare the results. Also, the 

questionnaire used a five-scale type to measure how the 

CMRR component checks merchants’ integrity to prevent 

fraud which invariably enhances customers’ trust. The 

respondents were asked to express their opinions on each 

question and each question was a 5-point Likert item from 

which respondents were to pick an option ranging from; 

Neutral, Strongly Agreed, Agreed, Disagree, and Strongly 

disagreed. The scaling of the options was done with a scale 

of 0-4, where Neutral = 0, Strongly Agreed = 4, Agreed = 

3, Disagree = 2, and Strongly disagreed = 1. The scales are 

digital which is discrete because specific values are used. 

 

2.4 Method Justification 

Twenty-one users responded and the data obtained was 

analyzed using regression analysis. Regression analysis is 

one of the most commonly used statistical techniques that 

explore the relationship between a dependent variable and 

one or more independent variables (which are also called 

predictor or explanatory variables). In all cases, the 

estimation target is a function of the independent variables 

called the regression function. Regression analysis is used 

to understand which among the independent variables are 

related to the dependent variable and to explore the forms 

of these relationships [49]. 

Thus, Linear regression explores relationships that can be 

readily described by straight lines or their generalization to 

many dimensions and a large number of problems can be 

solved by linear regression. 

Therefore, in multiple linear regression, there are several 
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Table 2: Detail Reliability Statistics of the scale used 

independent variables or functions of independent 

variables. For instance, the equation of the Jumia 

commercial site is Eq. (3) while the MAE model is Eq. (4): 

iO xxxxxy  55443322111  - - - (3) 

iO xxxxxy  55443322112  - -   (4) 

Where, 

1y : Customer’s Trust in the Jumia Commercial Site 

2y : Customer’s Trust in the MAE Model 

1x : Merchant Integrity in the Jumia Commercial Site 

2x : Merchant Integrity in the MAE Model 

3x : Other Commercial Site Rating to Customers’ Trust 

4x : MAE Model Rating to Customers’ Trust 

5x : Merchant Integrity determined by CMRR 

 : Coefficient  

i : Error Terms 

The numbers of variables are: 1,2,3,4 and 5. The five 

variables used to evaluate merchant integrity were based 

on the following determining factors: merchant’s 

registration with the Country’s corporate affair, Physical 

location address, bank details, Activity log in the 

ListService and availability of CMRR component. These 

factors were used to determine the reality of the 

merchant’s shops online and these enhanced customers’s 

confidence and trust. Cronbach's alpha in SPSS was used 

to check for the internal consistency of the scale used in 

evaluating customer trust. The result showed a good 

Cronbach's Alpha of 0.734 according to Table 1. 

 
Table 1: Reliability Statistics 

Cronbach's 

Alpha 

Cronbach's Alpha 

Based on 

Standardized 

Items 

No of 

Items 

.734 .757 39 

 

The detailed analysis of the scale used in the questionnaire 

is shown in Table 2 

 

5.0 RESULTS AND DISCUSSION 

Testing the designed MAE model  

To test the MAE model online, online customers were 

administered a set of questionnaires consisting of three 

sections. The first section is on Jumia, an existing e-

commerce transaction model, the second section is based 

on the MAE model and the third section is on CMRR, a 

technology-enhanced fraud prevention component. The 

questionnaire aimed to elicit data on customer trust, and 

merchant integrity. Then, compare the results. Twenty-

one users responded and the data obtained was analyzed 

using regression analysis. In this analysis, two different 

regression models, which follow the general regression 

model, were used.  The two models for the regression are 

stated in Eq (3) and Eq (4) respectively. 

 

 

 

 

The regression model Eq (3) was used to evaluate the 

JUMIA e-commerce model while the regression model Eq 

(4) was used to evaluate the MAE model. The regression 

analysis result of customers’ trust using the JUMIA model 

is presented in Table 3. The dependable variable is 
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Figure 6: A comparative study of the features of the MAE 

model with JUMIA e-commerce models using a line chart 
 

customers’ trust in the Jumia commercial site (Y1), while 

merchant integrity in the Jumia commercial site (X1), 

merchant integrity in the MAE model (X2), Jumia 

commercial site rating to customers’ trust (X3), MAE 

model rating to customers’ trust (X4) and merchant 

integrity determined by CMRR (X5) are the independent 

variables.  

The model’s adjusted coefficient of determination(R2) 

shows that only about 20.9% of the variations 

incustomers’ trust in the JUMIA commercial site (Y1)are 

explained by the combined influence of merchant integrity 

in the JUMIA commercial site (X1), merchant integrity in 

the MAE model (X2), JUMIA commercialsite rating to 

customers’ trust (X3), MAE model rating to customers’ 

trust (X4) and merchant integrity determined by C MRR 

(X5). 

The F-statistics value of 2.00 is highly insignificant at a 

5% significant level. The 5% critical value for the analysis 

is 0.1403 of the JUMIA model. The insignificant of the F-

Statistic tells us that no linear relationship exists between 

the dependent variable and its determinants.  

Furthermore, with regards to the signs of the independent 

variables, it was observed from the results that merchant 

integrity in the JUMIA commercial site (X1) and merchant 

integrity determined by CMRR (X5) have positive signs. 

This indicates that these variables have a positive 

relationship with customer trust in the JUMIA commercial 

site (Y1). Also, Merchant integrity in the MAE model (X2), 

JUMIA commercial site rating to customers’ trust (X3), 

and MAE model rating to customers’ trust (X4) all have 

negative signs. This is a further indication that they all 

have a negative relationship with customers’ trust in the 

JUMIA commercial site (Y1) and none of the independent 

variables are significant at the 5% significance level. 

Hence, this study reveals that the JUMIA commercial site 

has lesser customer trust, due to its drawbacks which 

include: vulnerability to hacking, lack of merchant 

verification capability, susceptibility of the payment page 

to cloning, and lack of merchant integrity verifying 

capability such as verifying if a merchant is duly 

registered with the cooperate affairs commission of the 

country where the business is located, traceability of 

merchant physical location, merchant information 

consistency checks, and availability and verifiability of 

CMMR token. 

Table 4 represents the regression result of customers’ trust 

using the MAE model. The dependable variable is 

customers trust in the MAE model (Y2), while merchant 

integrity in the JUMIA commercial site (X1), 

merchantintegrity in the MAE model (X2), JUMIA 

commercial site rating to customers’ trust (X3), MAE 

model rating to customers’ trust (X4) and merchant 

integrity determined by CMRR (X5) are the independent 

variables. The model’s adjusted coefficient of 

determination (R2) shows that only about 45.55% of the 

variations in customer trust in the MAE model (Y2) are 

explained by the combined influence of merchant integrity 

in the JUMIAcommercial site(X1),merchant integrity in 

the MAE model (X2),  

JUMIA commercial site rating to customers’ trust(X3), 

MAE model rating to customers’ trust (X4), and merchant 

integrity determined by CMRR (X5). 

 

In addition, The F-statistics value of 4.18 is highly 

significant at a 5% significant level. The 5% critical value 

for the analysis is 0.0156 of the proposed system. The 

significance of the F-Statistic shows that a linear 

relationship exists between the dependent variable and its 

determinants. The model is free of autocorrelation and this 

made the model very efficient and the test of regression 

coefficient very reliable; this can be interpreted from the 

Durbin-Watson statistics result which is 1.814.  

Also, concerning the signs of the independent variables, it 

was observed from the results that merchant integrity in the 

MAE model (X2), JUMIA commercial site rating to 

customers’ trust (X3), and MAE model rating to customers’ 

trust (X4), and merchant integrity determined by CMRR 

(X5) have positive signs. This indicates that these variables 

have a positive relationship with customers’ trust in the 

MAE model (Y2). In addition, Merchant integrity in the 

JUMIA commercial site (X1) has negative signs. This is an 

indication that it has a negative relationship with customers’ 

trust in the MAE model (Y2). Only merchant integrity in the 

MAE model (X2) is significant at the 5% significance level. 

The other independent variables are not significant at the 

5% significance level. 

Therefore, this study reveals that customers’ trust in the 

MAE model is greatly enhanced due to several advantages 

of the MAE model in mitigating fraud, amongst which 

include: the non-susceptibility of the site to hacking, none-

susceptibility of payment page to cloning, customer and  
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merchant are aware that the site cannot be hacked, goods 

can be verified, payment page cannot be compromised and 

the web site is trusted. Also, merchant integrity is 

guaranteed, because it can be verified if the merchant is 

registered with its corporate affairs commission, if its 

address is real, if the site has a token from CMRR and the 

information of every merchant can be traced or located. 

From the generated result the MAE model was compared 

with JUMIA e-commerce models and the findings are 

tabulated in Table 5 and Table 6. 

 
Table 5: A comparative study of the MAE model and 

JUMIA e-commerce models 

 
Table 6: A comparative study of the MAE model and JUMIA 

e-commerce models using the average mean values 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 7: A comparative study of the features of the MAE model 

with JUMIA e-commerce models using a column chart 

 

The customer’s response on the Trusting MAE model 

(Table 7) with JUMIA e-commerce models (Table 8) using 

a line chart is shown in Figure 8.  In the graphical 

representation, only9% (two respondents) said that there is 

no difference in trusting either of the models, while 91% (19 

respondents) agreed that the MAE model has enhanced 

customer trust ine-commerce transactions. 

The higher values signify better performances of the model 

in possessing the stated characteristics. In other words, 

when the average mean value of the users’ response is lower 

than 2.0, it signifies that the model is not efficient in the 

stated characteristic.  

The strength of the MAE model over existing models is 

shown by the percentage difference in the ability of the 

MAE model to; identify fraudulent virtual stores (45%), 

ease in identifying merchant physical address location 

(43%), merchant integrity authentication (39%), URL 

hijack tracking (30%), and payment page authentication 

(33%). 

The graphical representations of the characteristics of the 

MAE model with JUMIA e-commerce models using the 

average mean values are shown in Figure 6 and Figure 7 
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Figure 9: A comparative study of customers’ responses on 

Trusting Merchant Integrity in the MAE model with JUMIA 

e-commerce models using a line chart 

 

 

 

Figure 8: A Comparative Study Of Customers’ Response to Trusting the MAE model with JUMIA e-commerce Models Using A Line 

Chart

 

 

Also, the degree of customers believing in the integrity of 

merchants in the JUMIA model and MAE model is shown 

in table 9 and table 10 respectively. 

The graphical representation in Figure 9 represents the 

customer’s response on Trusting Merchant Integrity in the 

MAE model over JUMIA e-commerce models is enhanced 

by using a centralized merchant registration retrieval 

system. 

 

 

 

 

 

 

 

 

 

 

 

 

Table 10: Merchant Integrity in JUMIA model 

 
Table 9: Merchant Integrity in MAE 
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6.0 CONCLUSION 

The analysis has demonstrated that MAE model increases 

customer trust in e-commerce transactions by the 

significance of the F-Statistic value of 4.18 at a 5% 

significant level. The 5% critical value for our MAE analysis 

is 0.0156 and from the analysis, only merchant integrity in 

the MAE model (X2) is significant at the 5% significance 

level. 

The MAE commerce transaction model has addressed the 

problem of false web merchants and how it results in fraud 

and thus makes the customer lose confidence and trust. The 

technology-driven model will enhance the trust of those 

individuals who are involved in e-commerce and thus boost 

the business economy. Findings from this paper can be used 

for future research work in the area of trust in B2C e-

commerce and to address further the importance of fraud 

prevention management on the Internet. 

6.1 Suggestion for further studies 

This research provides a framework on which further 

research on customer trust against fraudulent merchants and 

fake virtual stores can be built. Other factors that will 

enhance merchant integrity, such as the legal aspect, can also 

be researched and incorporated. 
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